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ABSTRACT

NTRU public key is a cryptosystem with hard mathematical structure and short
key size relies in its security on the hardness of lattice based cryptosystems. Its
smallest key size made it highly performed system and grant it an advantageous
over other numbers theoretical based cryptosystems. Due to Shamir’s conclusion
about the dnon commutative computations in encryption and decryption processes
of any cryptosystem leads to turn it into a highly lattice attack resist system. In this
paper, a new alternative non associative, non-commutative multidimensional system
is proposed under the same principle of NTRU cryptosystem. It is called HXDTRU,
where its operations taken place in a specially designed high dimensional algebra
called hexadecnion algebra. The proposed system is implemented, and its security
and efficiency are analyzed.

Keywords: NTRU, HXDTRU, hexadecnion algebra, lattice hexadecnion algebra.

1. Introduction

With the developing information technology, a new secure and highly per-
formed protection mechanism is of high and continuous demand. In 1996, a
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new public key cryptosystem called NTRU (number theory research unit) was
founded by three mathematicians Jeffery Hoffstein, Joseph H. Silverman and
Jill Piper (Hoffstein et al., 1998). Its importance was granted due to its hard
mathematical structure with short key size, where its operations are taken
place in a truncated polynomial ring of degree N —1 with integer coefficients in
Z[z]/(zN —1). Tt is the first public key cryptosystem that did not depend on
factorization (as RSA cryptosystem) or discrete algorithmic problems (as EL
Gamal cryptosystem and ECC cryptosystem) (Blomer and May, 2001, Hoffstein
et al., 2008). In comparison with RSA cryptosystem and ECC cryptosystems,
NTRU is faster and has significantly smaller keys.

Based on the same construction structure of NTRU, many good alterna-
tives to it were introduced since that time. They were designed to improve its
performance by replacing the original polynomial ring over Z (Nevins et al.,
2010), by many variant polynomial rings other than Z. All of them aimed to
design of NTRU like cryptosystem with short key size and secure against lattice
attack (Coppersmith and Shamir, 1997). Some of these attempts are presented
as follows:

In 2002, P.Gaborit et al., introduced CTRU based on the ring of the poly-
nomials in one variable over a finite field (Gaborit et al., 2002). In 2005,
M.Coglianese and B.Goi, presented a new cryptosystem called MaTRU by using
ring of k x k matrices of polynomials of order n (Coglianese and Goi, 2005). In
2009, Malekian et al., introduced QTRU cryptosystem based on quaternion al-
gebra (Malekian et al., 2009). They also introduced OTRU cryptosystem based
on octonions algebra (Malekian and Zakerolhosseini, 2010a,b). In this year also,
Vats introduced NNRU, a new variant of NTRU with non-commutative opera-
tions over the non-commutative ring M = My (Z[x])/(X™ — Irxi) (Vats, 2009).
He showed that his proposed system is completely secure against lattice attack.
In 2011, K.Jarvis presented ETRU based on Eisenstein integers (Jarvis, 2011,
Jarvis and Nevins, 2015). In 2015, Majeed introduced CQTRU cryptosystem
based on commutative quaternions algebra (Alsaidi et al., 2015, Majeed, 2015).
In 2015, Atani et al. introduced EEH, a GGH like public key system based on
Eisenstein integers Z[(3], where Z[(3] is a primitive cube root of unity. They
demonstrated an improvement of their proposed system has an improvement
over GGH in terms of security and efficiency (Ebrahimi Atani et al., 2016). In
2016, Thakur and Tripathi introduced BTRU, a new like NTRU cryptosystem,
that replaces Z by a ring of polynomial with one variable « over a rational
field. They conveyed faster than NTRU (Thakur and Tripathi, 2016).

30 Malaysian Journal of Mathematical Sciences



A New Alternative to NTRU cryptosystem based on Highly Dimensional Algebra with
Dense Lattice Structure

In this paper, we presented a new multidimensional public key cryptosys-
tem HXDTRU based on Hexadecnion algebra. This multidimensional algebra
is used to serve in constructing of a highly performed public key system which is
highly secured with small key size. This system was first introduced in Cryp-
tology 2016 by Yassein and Alsaidi (Yassein and AlSaidi, 2016), but in this
work, it is extended with more details.

In addition to this introductory section, the rest of this paper is structured
as follows; Section 2 is devoted to introduce the mathematical description of
the Hexadecnion algebra with its algebraic structure. The proposed HXDTRU
cryptosystem is described in Section 3. The proof of successful decryption is
presented in this section too. The security analysis of the proposed system is
investigated in Section 4, and the paper is finally concluded in Section 5.

2. The proposed HXDTRU Cryptosystem

The parameters N, p and ¢ are similar to the parameters in NTRU, the
constant dy, dg, dy, and dg are integers less than N. Let K = Z[z]/(zV — 1)
be the truncated polynomials ring of degree N-1. We define a new algebra as
follows.

2.1 HEXADECNION ALGEBRA (HD)

In this section, we define hexadecnion algebra and its properties. It is a

vector space of sixteen dimension over the real number R defined as follows:
HD= {w|jw =rg + leil rixi|ro, 1, ,T15 € R}
where 8 = {1,z1,x2, -+, 215} form the basis of the hexadecnion algebra and
r; s are scalars in a set of real number. Let w; , wo €HD such that: w; =
ro+r1x1+rotet.. 11414+ T15T15 , W = rH+rITFrhxo 214+ 5215
The addition of w; and ws is found by adding their corresponding coefficients
such that; wy +wq = (ro+71() + (11 +7))z1 4+ (re+rh)xe+- - -+ (ria+rig x4+
(r15 +15)T1s.
The multiplication table shown in Table 1 is given to define the multiplication
between w; and w;, where w; and w; €HD, and z? = L zizj; = —xj24,0 # J,
and 7,5 = 1,2,--- ,15. The multiplication is non commutative and non asso-
ciative but it is alternative.
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11| @y | @wo | @3 | @y | @5 | e | Ty | @8 | o | 10 | T11 | Ti2 | T13 | T1a | X1
11| @ | @ | w3 | wg | T5 | Te | T7 | Xg | Tg | T10 | 11 | T12 | T13 | T14 | T15
T1|x1| -1 | w3 |—@T2| T5 |—T4|—T7| Te | Tg |—Tg| T11 |—T10| T13 |—T12| T15 |[—T14
To|xo|—x3| -1 | @1 | Te | T7 |—T4|—T5|T10|—T11|—T8| Tg | T14 |—T15/—T12| T11
r3|x3| w2 |—w1| -1 Ty | —Te| Ts5 | —T4|T11| T10 | —T9| —Tg| T15 | 14 |—L13|—T12
Ty | Ty | —T5|—Te|—T7 -1 T T2 T3 |T12|—T13|—T14|—T15| T8 T9 10 | T11
Ts|ws| T4 |—T7| T |—x1| -1 |—x3| T2 |T13| T12 [~T15| T1a | —To|—Tg| T11 |—T10
Te|Te| T7 Ty | —Ts5|—T2| X3 -1 —x1|T14 | T15 | T12 |—T13|—T10/—L11| —T8| T9
L7 |T7|—Te| T5 | Tg4 | —T3|—T2| T1 -1 @15 |—%14] T13 | T12 |[~T11| T10 | —To | —Tg
TR| T | —T9 |[—T10|—L11|—T12|—T13|—T14|—T15 -1 T ) x3 Tq T Te T
ZTg|To| Tg | T11 |—T10| T13 |~ T12| T15 | T14 |~ 21| -1 | X3 |—T2| X5 |—T4| T7 |—T6
L10/L10/—L11| T8 T9 T14 | T15 |—T12|—T13|—T2| —T3 -1 T T | —T7|—T4| T5
T11[T11| T10 |—T9| T8 | T15 |—T14| T13 |—T12|—T3| T2 |—x1| -1 | T7 | Tg |—T5|—T4
L12|T12|—L13|—L14|—T15| T8 T9 T10 | T11 |—T4|—T5 | —Te | —T7 -1 T T2 T3
T13[T13| T12 | T15 |—T14| —T9| T | T11 |—T10|~T5| Ta | T7 |—Te|—w1| -1 | T3 |—@2
T14/T14/—T15| T12 | T13 |—T10|—T11| T8 | Ty |—Te|—T7| T4 | T5 |—x2|—w3| -1 T
15015 T14 | T13 | T12 |—F11| T10 | —To| Ty |~T7| Te |—Ts5| T4 | T3 | T2 |—w1| —1
Hignx16n =

Hy H1 Hy Hs Hy Hs Hg¢ Hr Hs Hg9 Hyo Hin Hi2 Hiz His His
—Hy Ho —Hs3 Hz —Hs Hy Hy —He —Hy9 Hg —Hiyyx Hio —Hiz Hi2 —His Hia
—Hy —H3 Ho —Hi1 —H¢ —H7 Hs Hs —Hio Hin Hs —Hyg —His His His —His
—Hs —Hy Hy Ho —Hy He¢ —Hs Hy —Hy1—Hio H9 Hs —His—His Hiz Hiz
—H4 Hs H¢ Hy Ho Hi —Hs —Hz—Hiz Hi3 Hia His Hs —Hg —Hio—Hi
—Hs —Hy Hty —Hg Hi Ho Hs —Hzx—Hi3—Hiz Hi5 —Hyy He9 Hs —Hi1 Hio
—H¢ —H7 —H4 Hs Hz —Hs Ho Hiy —His—His5—Hi2—Hi3 Hio Hin Hs —Hy
—H7y He¢ —Hs —Hy —Hs Ho —Hy Ho —His Hiy —Hi3—Hi2 Hi1 —Hi9o Hy9 Hg
—Hs Hy9 Hyo Hy1 Hi2 Hiz His His Ho —Hy —Hy —H3 —Hy —Hs —Hg —Hs
—Hg —Hg —H11 Hio —His Hi2 His —His Hi Ho —Hs Hes —Hs Hy —H7 Hg
—Hyo Hi1 —Hs —H9 —H14—H15 Hi2 Hi3 Hs Hs Ho —Hi —He¢ H7 Hs —Hs
—Hi1—Hyo H9 —Hs —His Hi4 —Hi3 Hi2 Hs —Hs Hi Ho —H7 —He¢ Hs Hy
—Hy2 Hi3 His His —Hs —Hy9 —Hio—H11n Hy Hs He Hy Ho —Hi —H2 —Hs
—Hi3—Hi2—Hy5 Hi4 Hy9 —Hs —Hyw Hio Hs —Hy Hr He Hi Ho —Hs Ha
—Hy14 Hys —Hi2—Hi3 Hio Hiw1 —Hs —Hy9 H¢ Hy Hy —Hs Hy Hs Ho —H;
—Hi5—Hi4—Hy3—Hi2 Hi1 —Hyw Hy9 —Hs Hy —H¢ Hs Hs4 Hs —Hs Hi Hp

32

Table 1: The Multiplication Table
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For any scalar o, we have,
aw = a(ro + riwy + rowo + - - -+ r14T14 + T15215)

= arg +arixy + arqexo + - - - + arygxig4 + arisxis

The conjugate of a hexadecnion w = rg + 21121 r;x; is defined as follows w =

15 - _ 15
ro — ;0 riz; and the square norm is given by N(w) = ww = >, r;%.

The multiplicative inverse of any non zero element w in HD is given by

2.2 ALGEBRAIC STRUCTURE OF HXDTRU

Let K be any arbitrary finite ring of characteristic is not equal to 2, we
define the hexadecnion algebra ¥ over K as follows:

15
U= {ro+» ramilro,r1, - ,r15 € K}
=1

Where the multiplication, the multiplicative inverse and the norm has the same
properties as the real hexadecnion algebra HD. Note that ¥ is a non associative
and since the usual multiplication of matrices is associative then it does not
have any matrix representation. Now, consider the truncated polynomial rings
Ky(x) = (Z/pZ)[z]/(zN — 1) and K,(z) = (Z/qZ)[x]/(N —1). We define
three hexadecnion algebras ¥, ¥, and ¥, as follows:

15

U={fo+ Y fil@)ailfo. fr..... f1s € K}
=1
15

¥, ={/o JFZfi(I)xi‘vafla oy Jis € Kp}
=1
15

U, ={fo+ Y fi@)zilfo, fr...., fis € Kg}
i=1

Now, let ®; , &3 € ¥, or ¥, such that;

D1 = fo(x) + fr(@)zr + fo(z)xe + - - + fra(x)z14 + fr5(x)T15
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Oy = go(x) + g1(x)z1 + g2(T)z2 + - - - + g1a(z) 214 + g15(T) 215

where f; , g; € K, or K.
The addition of ®iand ®5 is done by adding their corresponding coefficients
including 16 N, mod p or mod q

Q1 + @2 = fo(x) + go(x) + (f1(x) + g1(x))w1 + (fo(2) + g2()) 22 + - - +
(f1a(x) + g1a(x)) w14 + (f15(x) + g15(2))T15
The multiplication of ®; and ®5 is defined as follows:

D10®y = (foxgo—frxg1— faxga— fsxg3— faxga— fsxg5— fo*x g6 — fr+gr— fs*gs
— fox g9 — fi0* 910 — fi1 * 911 — fi2 * g12 — f13 * 913 — f1a * 914 — [15 * g15)
+(foxgi+fixgo+faxgs+ faxgs+ faxgs— fsxga— foxgr+ frxge+ faxgo— foxgs+ froxgi1
— firxgro+ fizxg13 — fis* g1+ fra* g15 — fis ¥ gra)w1 +- -+ (fox g15 + f1* 914
—fax 13+ faxgia— faxgi1 — fs*g10+ fo* go + frxgs — fs x g7 — fo x gs
+ fro* g5 + fi1 ¥ g4 — fr2 x g3 + f13 * 92 — fia * 91 + f15 * 9o)T15

such that * is a convolution product.

2.3 The PROPOSED HXDTRU

The security of HXDTRU cryptosystem depended on the parameters N, p
and ¢, where N is a prime, gcd(p, q) = 1 and ¢ much larger than p. The subsets
L, Ly, Ly, and Lo C ¥ are defined as follows:

Ly ={folx)+ fi(zx)1 + f2(¥)2 + ...+ fra(z)z14 + fi5(z)215 € V] fi € K
has dy coefficients equal to +1, (df — 1) equal to -1,the rest are 0 },
Ly = {g0(x) + g1(x)21 + ga(x)22 + ... + g14(%) 214 + 915() 215 € ¥[g; € K has
dg coefficients equal to +1, d, equal to -1,the rest are 0 },
Ly, = {mo(x) + my(z)x1 + ma(x)ze + ... + myg(x)z14 + mys(x)215 € V| coef-
ficients of m;(x) € ¥ are chosen modulo p, between —p/2 and p/2} and
Lo = {CI)Q(QS) + (I)l(I)l‘l + CDQ(Q?)Q?Q + ...+ (1)14($)JL‘14 + ‘1)15(1‘)1‘15 S \I’|‘I>z ck
has dg coefficients equal to +1, dg equal to -1,the rest are 0 }

Also, dy, d; and dg are constant parameters similar to those in NTRU.
Then HXDTRU can be described through three phases:
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KEY GENERATION
To generate the public key and the private key, two small norm F' and
G € ¥ are randomly generated, such that:

F = fo(z) + fi(@)z1 + fa(z)z2 + - + fra(@)z1a + fr15(2)215,
fo, fio fo, - f1a, f15 € Ly

G =go(z) + g1(@)21 + g2(¥)22 + - - - + g14(®) 714 + g15(7) 715,
9091, 92, 1 914,915 € Lg

Here, F' must have multiplication inverses over ¥, and W¥,. If F'is not
invertible (when the inverse of 21121 fZ(), is not existed in K, or K,)
then a new hexadecnion F' should be chosen. The inverses of F' are
denoted by Fp and F, over algebra ¥, and ¥, respectively. Now, the
public key is calculated as follows:

H=F,-GeVY,

= (foo (@) + for (@)1 + foo ()22 + - + foru (@) @14 + fou5 (@) 215) (g0(2) +
g1(z)z1 + g2(2)22 + -+ + g1a(T)z14 + g15()215)

=fao*90— far %91 — fax %92 — fas *93— fau*9a— fgs 95— fqe 96 — [ar % 97— fas *
gs _fQ9 *99 _fqm *d10 _fqn *g11 _fqlz *g12 _fq13 >kgli’)_fqu *g14 _qu *d15
+(fqo*gl_f<h *go_fqz *93_fQ3 *92+fQ4*g5_fQ5 *g4_f% *g7+fQ7*gﬁ+f<I8*
99— fao*98F Faro*911— fqra %910+ fa1o %913 — Fars ¥ 912+ fra %915~ fous%914) -1

H(fao*g1a—fq *g15+ faa*g12+ fos %914 — fau* 910+ fas 911+ fge %98 — far ¥g0—
qu *96+fqg*g7+fq10*g4_fq11*95_fq12*92_fq13 *93+fq14*90+fq15*91)'x14
+(fao*g15+ fqn *g14— foo*g13+ fos %912 — fau*911— fgs %910+ fge %o+ for x93 —
fqg *97_ftI9 *g6+qu*95+fqu *94_flhz *g3+fq13 *92_fq14 *01 +fQ15 *90)'3715
= ho(ﬂ?) + hl(a:)xl + hg(x)JZQ + ...+ h14(l‘)$14 + h15($).7315. F, Fp and
F, must be kept secret in order to be used in decryption phase. When
the same parameters N, p and g are used in NTRU and HXDTRU, the
key generation phase of NTRU is faster than that of HXDTRU, but the
computational time of this phase depends on the computation of the
inverses which is greater than the time of this phase in traditional NTRU
with the same parameters.

ENYCRYPTION

At the beginning of the encryption process, the message M should be con-
verted to the form, M = mo(z) + mq(z)x1 + ma(z)x2+- - - +myg(z)x14+
mis (33)1‘15
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where m;(xz) € L,,, i = 0,1,---,15 and ® is another small hexadec-
nion that is randomly chosen. It computes the encrypted message M as
follows:

E=pHod®+ M e V¥,
the encryption in HXDTRU needs one hexadecnion multiplication includ-
ing 256 convolution multiplication and 16 polynomial additions.
c¢) DECRYPTION

After receiving the encrypted message F, the receiver decrypt the message
through the following steps: At the first, E' is multiplied by the private
key F' on the left and then on right as follows:

A=(FoE)oFeV¥,

=(Fo(pHo®+ M))oF oV,
=p(Fo(Ho®))oF+(FoM)oF €Y,

=p(FoH)o(®oF)+ (FoM)oF €V, (bymoufang identity)
=p(Fo(FyoG))o(®PoF)+ (FoM)oF €Y,

=pGo(PoF)+ (FoM)oF eV,

The coefficients of sixteen polynomial in pG o (Po F)+ (F o M)o F must
lie in the intervals (—¢/2,q/2] and the last reduction mod ¢ does not
required. When the term (® o F') + (F o M) o F is reduced mod p, the
term F' o M (mod p) remains and pG o (® o F') vanishes.

Hence, A = F o M € U,. Multiplying A = F o M (mod p) by F,, the
message M = F), o A is constructed and its coefficients are adjusted to
lying in the interval (—p/2,p/2].

2.4 SUCCESSFUL DECRYPTION

If all hexadecnion coefficients of pG o (® o F') 4+ (F o M) o F lies within the
interval (—q/2, /2] then the probability of successful decryption is increased,
and can be computed in the following proposition.

Proposition 1: Pr(| a;x |< 458) = Pr(=45% < a < 551 = 2N LE

where N denotes the normal distribution, i,k = 0,1,2,--- ,15 and o =
d —1)(P— _
\/2048P213fdgd'1> +20dp(p—D)(p+1) + 16d2 (N 13)}57P 1(p+1) L 8drp 31)(p+1)

Proof: Let A = pGo (®o F)+ (FoM)oF which can be written in the

form,

A =ap(x) 4+ ar(x)x1 + ag(z)xe + - - + a14(x) 214 + a15(x)215.
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The polynomial ag(z) represents the constant coefficients of A such that;

ao = p(go®Pofo — goP1f1 — goPaf2 — goPaf3 — goPafs — goPsf5 — goPefo —
90®7f7 — 90Psfs — 90Pofo — goPi0f10 — 90P11f11 — GoP12f12 — goP13f13 —
9014 f14—90P15f15 —91Po f1 — 1 P1 fo — 91 Pof3 +91P3fo — 91 Puf5 + 91 P5 f4 +
916 fr— 9197 f6—91Ps fo+91Po fs—g1 P10 f11+91 P11 fro— 91 P12 f13+91 P13 f1a—
91P1af15 + 91 P15 f14
+.. .= g15P0f15 — 915P1 f14 — 915P2 f13 — 915P3 f12 — 915Paf11 — 915P5 f10 +
915P6fo — 915P7fs — g15Psfr — 915Po fo + g15P10f5 — 915P11fa — 915P12f3 —
915®13f2 + 915P1af1 — g15P15.fo) + (fgmo + fimo + fimo + fimo + f3
mo + fimo + fgmo + fimo + fEmo + fmo + flgmo + fiimo + flamo + fgmo +
f124m0 Jrf125m0
= [ao,0, 0,1, 00,2, - - -, 0, N—1]

Each polynomial of a4, as, ..., a5 is calculated in the similar method. Now,
by the definition of L¢, Ly, L,, and Lg we obtain,

fi=1fio, fix, fioy---  finaa] 1=0,1,2,--- 15
9i = [gi,07gi,17gi,27 cee 7gi,N71] 1= 07 1727 ceey 15

(Di = [‘bi,07q>i,1a(bi,27 .. '7¢)i,N—1] 1= 07 1a2a ) 15

U

d 1.4 2d
Prfij=10)=%, Pr(fij=-1)="5F =%, Pr(fi; =0 =1-F

u

g J— — dq
Pr(gij=1)=Pr(gi;=—1) =%, Pr(gi;=0)=1-2%

Pr(®;;=1)=Pr(®;; = -1) =, Pr(®,;=0=1-%

Pr(m’i,j = ’Y) = %7 where Y€ (_p/Qap/Q]a 7’7.] = 07 1a2a ceey 15
Assume that all f; s , gj: and @, are pairwise independent random vari-
ables. For s, t,u =0,1,...,N—landi,j,k=0,1,2,...,15and y = -2+ ... L

drdgd
Pr(fi.s-gj,t~q)k.u = :Fl) = 81"]\7754)

Pr(fis-gj-®p, = 0) =1 — 2edade

Pr(fis-fijemew=7)= iféi , (G#FVsE)N(Y#0)

2d;(dy—1)+2d
Pr(fis-fiemiu="7)= W (s#t) AN (v #0)
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Under the above assumptions, we get E(f; s.95.+-Pr.) = 0,and E(fis.fj+Mrw) =
0

2 —
Var(fi.s,"gj,bq)k.u) = %7 Var(fi.s,"fj.bmk.u) - W and

V‘”"(fz‘.fmk,u) - %

Assume that the covariance of f; ¢ and f;; is negligible, the final result is
obtained as follows:

dydgd

Var((fis-gje-Pr.u)y) = Var(SSe s tsuey(modn) fi.s 9.t Pru) = Lt
3 (p—1)(p+1)

Var((fi'fj'mk)y) = VaT(EES—i-t—i-u:y(modN)fi.sgj.tmk.u) = 3

d2(N=1)(P—1)(p+1
Var((fimi)y) = Var(E8s 44 u=y(modn) fis§tMi.u) & B ):(’>N Jorl)

ds(p—1)(p+1)
6

Therefore,

16d2(N—1)(P—1)(p+1)
! 3N +

Var(ag, k) ~ 2850 diduds 49032 — 1)(p + 1) +
8ds(p—1)(p+1)
3

By applying the same procedure, we obtain

Var(aor) = Var(a1 k) = Var(agr) = ... = Var(as k)

2048p%d;d,d 16d7 (N—1)(P=1)(p+1) | 8d;(p—1)(p+1
~ PNf gde +20dfc(p—1)(p+l)+ : e ptl) | 8ds(p 3)(10-5- )

If the probability of all coefficients a;, lie within [(—¢+1)/2...(¢+1)/2],
then the successful decryption is acheived.

With the assumption that a;xs are independent random variable and have
normal distribution N(0,02) we obtained,

Pr(laie |< 55%) = Pr(—15% < aip, < 951) = 2042

20

where ¢ equal amount

2d 16d .2 (N—1)(P—1)(p+1 (p—
\/2048p ]ifd_,;d@ + 2Odf2 (p _ 1)(p+ 1) + f2( 3)]5] )(p+1) + 8dy (p 31)(p+1).
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Corollary 2 :

i) The probability for any one of the messages My, My, ..., M5 to be suc-
cessfully decrypted is (2,/\/'(%) — 1N

ii) The probability for all the messages My, M, ..., M5 to be successfully
decrypt (2N (&) — 1)16N

3. Security Analysis

In this section, some of the known attacks are discussed to show the security
improvement of the proposed cryptosystem upon the classical NTRU.

3.1 BRUTE FORCE ATTACK

In HXDTRU an attacker who knows the public parameters, as well as, the
public key H = Fgo G, must try all possible hexadecnion ' € £; and check
to see if F o H turns into hexadecnion with small coefficients until find private

!

key, the size of the subset £ is calculated as follows: | L |= (m)w.
Similarly, the attacker can search in the space Lg to get the message original
from the ciphertext and this search must be done in the order of the space Lo,

where its size is calculated as follows: | Lo |= (WLM@),)16

3.2 ALTERNATE KEYS ATTACK

An attacker trying to decrypt a message encrypted by the HXDTRU needs
to find the alternate private key F' to F with the same properties. Hence,
an attacker in the HXDTRU needs sixteen polynomials f(l), f{, cee f{5 with the
same properties of polynomials fy, f1,..., fi5 of F. However, an attacker in
the NTRU only needs one polynomial in Ly with the same properties of the
private key. In this method, the attacker in the HXDTRU needs sixteen times
more attempts than those required by the NTRU to decrypt the message.

3.3 LATTICE BASED ATTACKS

The lattice attack against HXDTRU is more difficult because it is a non-
commutative algebra and has dimension 16. When the attacker succeeds to
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obtain hexadecnion F' satisfying H = Fgo G € ¥,, the HXDTRU cryptosys-
tem is broken. The only way for attacking the HXDTRU cryptosystem is by
diffusion H = F, o G as follows:

fo*ho—fl*h1—fg*hg—fg*h3—f4*h4—f5*h5—fﬁ*h(;—f7*h7—f8*
hg— foxhg— fioxh10— fi1xh1— fio¥h12— fi3xh13— fiaxh14— fisxh1s = go+quo

foxhi+ fixho+ foxhs— faxho+ faxhs — fsxha— fexhr+ frxhe+ fax ho —
foxhg+ fioxhi1 — fii *hio+ fiax hiz — fisxhio + flaxhis — fis *hia = g1 +qu1

foxhia— fixhis+ foxhio+ faxhia— faxhio+ fsxhir + fexhs — frxhg — fax
he+ foxhr+ fioxha— fi1¥hs — fizxha — fisxha+ fiaxho+ fis*h1 = gra+quia

foxhis+ fixhis— foxhiz+ faxhia— faxhi1 — fsxhio+ fe xho + frxhg — fa*
h7— foxhe+ fioxhs+ fiixha— fiaxhg+ fizxho — fiaxhi + fis*ho = g15+quis

All polynomials hg, hq,...,h15 can be represented in their matrix isomor-
phic representation as follows:

hio hivr - hin—1
hin—1  hio -+ hin—2
hin—2 hin—1 -+ hin-3
(Hi))NxN = ) : :
hi’g hi’?, hi,l
hia hi2 hio

Under the above assumptions, we can describe the HXDTRU lattice of di-

Ii6Nx16N H16N><16N>
O16nx16n  qli6Nx16N
such that H is the fundamental matrix for the h;’s satisfied F o H = G,

which is described in Appendix , where I denoted the identity matrix, ¢l
denotes ¢ times the identity matrix and 0 denoted zero matrix. The vec-

tor (fo, f1,---» f15,90, 91, - -, 915)1x32n belong to the HXDTRU lattice which

is denoted by Ly xprru. Using a lattice reduction algorithm, a short vec-

tor in HXDTRU lattice can be found. For simplicity assuming d = d;y =

d, = do ~ N/3, since the determinant of Ly xprry is equal to the deter-

mension 32N spanned by the rows of the matrix Msonx3on = (
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minant of Msanx3on which is an upper triangle matrix, so its determinant

equal to ¢"N, || (fo, f1,-.., f15,90,91,---,915) ||~ V64d ~ 4.62/N. The
Gaussian heuristic expected that the length of the shortest nonzero vector in

HXDTRU lattice is calculated as §(Lgxprryu) = %\/(j ~ 1.369y/Ngq .
Also [out:-oo, leégOagl ,,,,, 919l _ lggg% ~ 3'—\;’;, hence the proposed vectors in

Ly xprryu are shorter than that expected by the Gaussian heuristic, also the
dimension of Ly xprry is sixteen times larger than the dimension of £Lyrru
with the same value of N. Therefore, the resistance of the HXDTRU against
lattice attacks is much more than NTRU.

4. CONCLUSIONS

In this paper, the HXDTRU cryptosystem based on Hexadecnion algebra,
which is a non-commutative, non-associative and alternative is proposed. The
speed of HXDTRU is slower than NTRU with same parameter, but we can
overtake this problem by taking small N. The HXDTRU is a multi dimension
cryptosystem which has the ability to encrypt message of length 16V in one
round (i.e. sixteen messages from a single source or sixteen independent mes-
sages from sixteen different sources). This property may be important in some
applications such as electronic voting. When the coefficients of 1, xs, ..., 215
are equal to zero, HXDTRU converts to NTRU. The security of HXDTRU
with dimension N has been similar to that of NTRU with dimension 16V.
Many attacks can threaten the security of the NTRU or NTRU-like cryptosys-
tems. However, the most serious threat comes from the lattice attack. We
have shown that the proposed HXDTRU can resist brute force, alternative,
and lattice attacks
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